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oogle

Haw

Google Search I'm Feeling Lucky
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/ [ 55L Errar x\'\:x,
€ C'  [xbie /vk.com S @ =

/Ek The site's security certificate is
not trusted!

You atternpted to reach vk.com, but the server presented a
certificate issued by an entity that is not trusted by your
computer's operating system. This may mean that the server has
generated its own security credentials, which Chrame cannot rely
on for identity infarmation, or an attacker may be trying to
intercept your communications.

fou should not proceed, especially if you have never seen this
warning befare for this site.

Proceed anyway | | Back to safety |

PHelp me understand

E 20028 2014, Digital Security 8



'JJD|g|ta| { ¢ "'e’”’“c’*etcsrﬁz”‘°6“ " x _h
Security

"mot oo B1c{Y{e[" QY

- -

3

E 20028 2014, Digital Security



'JJD|g|ta| { t *e""“c""et_sr’ﬁ’t;""“é" " x _h

"m t o_#1$;{\{e[*§]y’

Origing
Snnection

Web Server

MITM
Connection

ik

Attacker

E 20028 2014, Digital Security



J Digital
Security

"mot oo B1c{Y{e[" QY

http://v

remixlang=0;

; -4 x 5
dDDLICATION X =\waw =

et

respons

Bd B

neaaernr

i
Pl

LA LR LA L

heaaer:

! Tl Tl
M {

S N

neaqer :

e el el e e

e e et et i

g Pod Pl PaF Pod Pl F

header: inect
header: X-Pq By:FPHP/S. 2.6

header:

i
Pl B PBd R
o &2

i

nequern. Ldolire=CofiiraL: SLUMNE

header: PaP:LPs L D5P COR ADM DEV1

J L) el ek Lad Lad ReF La Lad el

N T

i

CON1 HIS OUR I iD

neader:

E 20025 2014, Digital Security

emixchk=3;

form-

18- Aug-

FrEmlx

2813

11



'JJDigitaI (.t "e” T ecvetesmt~To6 " x _h

"mt o #1*C{'Y{e [*QY

E 20028 2014, Digital Security



'JJD|g|ta| { t *e*’“c""etsr’ﬁ’t;”"“é" " x _h
Security

"mt o #1*C{’Y{e [*QY

A ~h~*% 0t ~ 5 e - m o 0
— —_— < * 1 < —_— 1
A(_o"”‘e t m t h o ~ e
* < * < * - * <
Ah a - o ' m t
ed * < — * - o - < o o  *

E 20028 2014, Digital Security



'JJD|g|ta| { t *e*’“c""et_sr’ﬁ’t;”"“é" " x _h

”mto#Z*cg’Yh" o h e

E 20028 2014, Digital Security



'JJD|g|ta| { ¢ *e*’“c""etsr’ﬁ’t;”"“é" " x _h
Security

E 20028 2014, Digital Security



'JJD|g|ta| { t ”"e“"’“c""et_csr’ﬁ’t;""“é" " x _h

E 20028 2014, Digital Security



'J Eeiegcilﬁ?ilty

"mt o H2_.9¢ h o he™ Y

*TheHarvester Ver. 2.2 =
*Coded by Christian Martorella -
*Edge-Security Research ~

*cmartorel lo@edge-security. com -
i i s e iyt dd sy ddy s

[-] Searching in Google:
Searching @ results. ..
Searching 188 results...

[+] Emails found:

D. 5tephens@nasa . gov

mnorrlseEnasa . gov

JbuckEnasa . gov

kelly.o. humphries@nasa. gov
murray@nasa . gov

YOLINGgEnasa . gov
unsubscribe@mediaservices.nasa. gov
stephen. e. cole@nasa. gov

gutro@nasa . gov

[+] Hosts found in search engines:

E 20028 2014, Digital Security 17



'JJD|g|ta| { t *e""“c""et_tsr’ﬁ’t;”"’d" " x _h
Security e

"mot o #2_g'Y h

SMTP - Message-Format

Frome
To:

Date: Message Header
Subject:

Message Body
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CVWE-2813-8648/1
Somehow, our script got on to the Russian forums :/f

pw3bd3vil and @abhlsek
Exploit: http:/lwww.exploit-db.com/sploits /29881 .tar. gz

Adobe Acrobat Reader ASLR/DEP bypass Explolt with SANDBOX BYPASS

Supported Adobe Reader Wersions:

* 11.8.
* 11.8
1a,
1a.
1a,
1a,
1a,

EE
[y |

[l il = S =

¥ O.C
Tested on:

* Windows 7 ({32 bit)
* Windows 7 (64 bit)

http://www.exploit-db.com/exploits/29881/
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C:\Users\Belove’>ping somesite.ru

Pinging somesite.rul [162.243.231.601]1 jwith 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 162.243.231.60:
Packets: Sent = 4, Received = 0, Lost = 4 (100x loss>).
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0x11112222222233333333.attac
0x33333344444444445555.attac
0x5555566666666677 /777 /.attac
Ox/777777/88888888999999.attac

Kelr.Com
Kelr.Com
Kelr.Ccom

Ker.Com
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