
ʐʘʪʢʠʡ ʙʘʣʘʥʩ ʠʣʠ 
ʫʩʪʦʡʯʠʚʦʝ 
ʨʘʚʥʦʚʝʩʠʝ: 
çʟʦʦʧʘʨʢè ʚ ʙʘʥʢʝ 

˴ˢ˾ˢ˥˩˨̒˹ ˴ˢ˾˩˹ 

нл ̅˩ˤ˾ˢ˶̒ нлмп 

ʆʩʦʙʝʥʥʦʩʪʠ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʊ ʠ ʀɹ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʙʘʥʢʘ ʚ 
ʫʩʣʦʚʠʷʭ ʤʫʣʴʪʠʚʝʥʜʦʨʥʦʩʪʠ. ʇʦʠʩʢ ʵʬʬʝʢʪʠʚʥʳʭ ʨʝʰʝʥʠʡ 



ʆ ʯʝʤ ʧʨʝʟʝʥʪʘʮʠʷ 
 

üɺʟʛʣʷʜ ʩʦ ʩʪʦʨʦʥʳ 

üʇʨʠʦʨʠʪʝʪʳ ʜʣʷ ʉxO, IT, ʀɹ 

üɸʢʮʝʥʪʳ ʚʳʙʦʨʘ ʨʝʰʝʥʠʡ 

 

 

 

 



ʏʝʛʦ ʥʝ ʙʫʜʝʪ ʚ ʵʪʦʡ 
ʧʨʝʟʝʥʪʘʮʠʠ: 

 

üʈʘʩʩʢʘʟʦʚ ʦ çʩʦʚʨʝʤʝʥʥʳʭ ʫʛʨʦʟʘʭè 

üçʏʪʝʥʠʷ ʩ ʙʫʤʘʞʢʠè 

üʄʥʦʛʦ ʮʠʬʨ 

üʉʢʫʯʥʦʡ ʩʪʘʪʠʩʪʠʢʠ 
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Internet Internet 

Internal Internal 

ISP 
A 

ISP 
A 

ISP 
B 

ISP 
B 

router router 

router router 

Availability/Load Balancing Availability/Load Balancing 

Firewalls Firewalls Malware/Email/Threat Analysis Malware/Email/Threat Analysis 

VPN VPN 

Availability/Load Balancing Availability/Load Balancing 

 IPS  IPS 

DMZ DMZ 

Availability/Load Balancing Availability/Load Balancing 

SSL VPN SSL VPN 

Web 
Server 
Web 

Server 
Web 

Server 
Web 

Server 

SIEM/Logging SIEM/Logging 

2-Factor Authentication 2-Factor Authentication 

Network Monitoring Network Monitoring 

                            IDS                             IDS 

IPS IPS 

Branch Office FW+VPN Branch Office FW+VPN 

ISP 
A 

ISP 
A 

ISP 
C 

ISP 
C 

Branch Office FW + VPN Branch Office FW + VPN 

SA-520 

SA-520 

ASA-5500 ASA-5500 

̉͊ͫͭͦ ͙ͫͨͦ͡Έ͔ͯͣ͊͘Ύ  Multi-vendor  
͊ͪͻ͙͔ͭͭͯͪ͊͟  

Ҍ ŜŀŎƘ ǾŜƴŘƻǊΩǎ ŘŜǾƛŎŜ 
management 

WAN 
Optimization 

WAN 
Optimization 



ʇʨʦʙʣʝʤʳ 
ʉʦʚʤʝʩʪʠʤʦʩʪʴ 

ʋʧʨʘʚʣʷʝʤʦʩʪʴ 

ʅʘʜʝʞʥʦʩʪʴ 

ʉʪʦʠʤʦʩʪʴ ʦʙʩʣʫʞʠʚʘʥʠʷ 

ɾʠʟʥʝʥʥʳʡ ʮʠʢʣ 

ʏʝʣʦʚʝʯʝʩʢʠʡ ʬʘʢʪʦʨ 



˾͍͍ͯͦͦ͒ͫͭͦ͟ 
C-Level  

ˮ́ ͫͯ͗͋͊͡ 
Network  

ˮˣ ͫ͡ ͯ͗͋͊ 
Security  

ʎʝʥʪʨʳ ʚʣʠʷʥʠʷ 

IT system 



V˨ ͦͫͭͯͨͤͦͫͭΈ ͔͍͙͍ͫͪͫͦ 

V˽ ͙͍͙͔ͪͦͦ͒ͭ͘͡ΈͤͦͫͭΈ 

V̂ ͍͔͙͔ͨͪ͊ͤ͡ QoS 

V˸ ͙͙͙ͤͣ͊͘ͼ͙Ύ ͔͍ͨͪͦͫͭͦ 

ɼʣʷ ʀʊ ʩʣʫʞʙʳ 

ɼʦʩʪʫʧʥʦʩʪʴ, ʛʠʙʢʦʩʪʴ,   
ʤʘʩʰʘʙʠʨʫʝʤʦʩʪʴ 

ʂʣʘʩʪʝʨʠʟʘʮʠʷ 

ɸʢʪʫʘʣʴʥʘʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 

ʅʘʜʝʞʥʳʡ VPN 

ɹʘʣʘʥʩʠʨʦʚʢʘ ʥʘʛʨʫʟʢʠ 

ɹʳʩʪʨʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʥʦʚʳʭ ʦʬʠʩʦʚ 

ɻʠʙʢʦʩʪʴ ʚʥʝʜʨʝʥʠʷ 
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Network  



ʀʜʝʠ ʜʣʷ ʀɹ 

ʃʫʯʰʘʷ ʟʘʱʠʪʘ 

Áɿʘʱʠʪʘ ʦʪ ʩʚʝʞʠʭ ʘʪʘʢ 

Áʌʫʥʢʮʠʦʥʘʣ ʙʝʟ ʫʱʝʨʙʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ 

Áʀʥʪʝʛʨʘʮʠʷ ʩ ʣʫʯʰʠʤʠ SIEM 

Áʇʦʜʪʚʝʨʞʜʝʥʦ ʩʝʨʪʠʬʠʢʘʪʘʤʠ 

Áɺʦʟʤʦʞʥʦʩʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

Áʂʦʥʪʨʦʣʴ ʥʘʜ ʜʝʡʩʪʚʠʷʤʠ ʘʜʤʠʥʦʚ 
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Security  

V˨ ͦ͊͊ͤͤ͊͘͟Ύ 
͔͋ͦͨ͊ͫͤͦͫͭ͘Έ 

V˹ ͔͔ͨͪͪ·͍ͤ͊Ύ ͔ͨͦ͒͒ͪ͗͊͟ 
͙ ͍͔͙ͦ͋ͤͦͤ͡Ύ 

V˾ ͍͙͊ͭ͊͘Ύ ͙͔ͫͫͭͣ͊ 
ͦͭ;͔͍ͭͦ 

 



ɼʣʷ ʨʫʢʦʚʦʜʩʪʚʘ 

ÁUptime ʜʦ 99,999 

Áʆʜʠʥ ʠʟ ʣʫʯʰʠʭ ʊʉʆ ʥʘ ʨʳʥʢʝ 

Áɿʘʱʠʪʘ ʙʠʟʥʝʩʘ ʦʪ ʘʪʘʢ 

Áʇʦʥʷʪʥʳʝ ʦʪʯʝʪʳ 

Áɸʫʜʠʪ 
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C-Level  

V˻ ͔͔͋ͫͨ;͔͙͔ͤ 
͔͔ͤͨͪͪ·͍͙ͤͦͫͭ ͙͔͋ͤͫ͊͘ 

V˭ ͊΅͙ͭ͊ ͙͔͋ͤͫ͘ 
͙͙ͪͭ͟;ͤ·ͻ ͙͔ͫͫͭͣ 

V̏ ͙ͦͤͦͣ͟;͔ͫ͊͟Ύ 
Ήͺͺ͔͙͍ͭͤͦͫͭ͟Έ 



ɺʤʝʩʪʝ-ʚʩʝʛʜʘ ʣʫʯʰʝ 

ɽʜʠʥʘʷ ʪʦʯʢʘ ʢʦʥʪʨʦʣʷ 

 

Áʂʦʥʪʨʦʣʴ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

Áʋʩʪʨʦʡʩʪʚʘ ʨʘʟʥʳʝ ïʢʦʥʩʦʣʴ ʦʜʥʘ 

Áɹʳʩʪʨʘʷ ʨʝʘʢʮʠʷ ʥʘ ʩʦʙʳʪʠʷ 

Áɹʦʣʴʰʘʷ ʩʝʪʴ ï ʢʘʢ 1 ʫʩʪʨʦʡʩʪʚʦ 

Áʅʝ ʤʝʰʘʪʴ ʜʨʫʛ ʜʨʫʛʫ 
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Network  Security  

V˴ ͔ͦͣͨͫͤ͟͡·͚ ͨͦ͒ͻͦ͒ 

V˶ ͔͎ͦͫͭ͟Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

Vs ͍͙ͭͦͣ͊ͭ͊͘ͼ͙Ύ ͙ͪͯͭͤͤ·ͻ 
ͨͪͦͼ͔͒ͯͪ 

 



çʇʨʘʚʠʣʴʥʘʷè ʘʣʴʪʝʨʥʘʪʠʚʘ - 
ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ 



VPN 

NextGen  Firewall 

IPS NGFW FW NGFW 



Internet Internet 

Internal Internal 

ISP 
A 
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A 
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B 

ISP 
B 

router router 

router router 

Availability/Load Balancing Availability/Load Balancing 

Firewalls Firewalls Malware/Email/Threat Analysis Malware/Email/Threat Analysis 

VPN VPN 

Availability/Load Balancing Availability/Load Balancing 

 IPS  IPS 

DMZ DMZ 

Availability/Load Balancing Availability/Load Balancing 

SSL VPN SSL VPN 

Web 
Server 
Web 

Server 
Web 

Server 
Web 

Server 

SIEM/Logging SIEM/Logging 

2-Factor Authentication 2-Factor Authentication 

Network Monitoring Network Monitoring 

                            IDS                             IDS 

IPS IPS 

Branch Office FW+VPN Branch Office FW+VPN 

ISP 
A 

ISP 
A 

ISP 
C 

ISP 
C 

Branch Office FW + VPN Branch Office FW + VPN 

SA-520 

SA-520 

ASA-5500 ASA-5500 

̉͊ͫͭͦ ͙ͫͨͦ͡Έ͔ͯͣ͊͘Ύ  Multi-vendor  
͊ͪͻ͙͔ͭͭͯͪ͊͟  

Ҍ ŜŀŎƘ ǾŜƴŘƻǊΩǎ ŘŜǾƛŎŜ 
management 

WAN 
Optimization 

WAN 
Optimization 



˽ͪͦͫͭͦͭ͊ ͙ͨͪ ͫͦͻ͔͙͙ͪ͊ͤͤ ͊͘΅͙ͭ·Η 

Multi-factor Authentication & ID Management 

Internet Internet 

Internal Internal 

ISP 
A 

ISP 
A 

ISP 
B 

ISP 
B 

router router 

router router 

DMZ DMZ 

Web 
Server 
Web 

Server 
Web 

Server 
Web 

Server 

Branch Office FW+VPN Branch Office FW+VPN 

ISP 
A 

ISP 
A 

ISP 
C 

ISP 
C 

Branch Office FW + VPN Branch Office FW + VPN 

Firewall/HA/VPN/Load Balancing/Web 
Filtering/Antivirus/Anti-SPAM/DLP 

Firewall/HA/VPN/Load Balancing/Web 
Filtering/Antivirus/Anti-SPAM/DLP 

 IPS  IPS 

 IDS  IDS 

Security Management, Alerting, Reporting,  
Logging 
Security Management, Alerting, Reporting,  
Logging 

Third party device monitoring 

Transparent Layer-2 firewall, inline IPS 
sensor 
Deep Packet and HTTPS Inspection 
Application Awareness and Control 

Deep Packet and HTTPS Inspection 
Web Filtering 
Antivirus and Anti-SPAM 
Site-to-Site fully meshed VPN 
Client VPN 
ISP load balancing 
Server load balancing 

IPS 

NGFW 

SSL 
SMC 

IPS 

NGFW NGFW 

NGFW 



ʂʦʤʧʦʥʝʥʪʳ ʧʣʘʪʬʦʨʤʳ Stonesoft 

    StoneGate SMC : 

Å ͙ͯͤͺ͙ͼ͙͍ͪͦ͊ͤͤ͊Ύ ͙͔ͫͫͭͣ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙ ͙͙͎ͣͦͤͭͦͪͤ͊ 

Å ͙͊ͤ͊͘͡ ͙ ͦ͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ ͍ΦͭΦ;Φ ͦͭ ͚͍ͯͫͭͪͦͫͭ ͔ͭͪͭΈ͙ͻ ͙͍͙͔͔͚ͨͪͦͦ͒ͭ͘͡ 

    StoneGate Firewall/VPN : 
Å ˸͔͔͔͍͚͗ͫͭͦ Ήͪ͊ͤ͟ ͫ ͔ͭͻ͎͙ͤͦͦ͡Ύ͙ͣ ͔͙͊ͫͭͪ͊͘͟͡ͼ͙͙ ͙ Multilink (ͦ ͚ͭ͊ͦͯͫͭͦ͘͟;͙͍·͔ ͨͦ͒͟͡Ό;͔͙ͤΎ  ͟ 
͡Ό͋·ͣ ͔ͫͭΎͣ);  

Å ˤ·͚ͫͦͦͦͭ͊ͦͯͫͭͦ͘͟͟;͙͍͔ͦ ͔ͪ΄͔͙͔ͤ VPN ˿ rypto Pro + ͦ ͚ͭ͊ͦͯͫͭͦ͘͟;͙͍͔ͦ ͨͦ͒͟͡Ό;͔͙͔ͤ ͙͔ͤͭ͊͟͡Τ 

Å ˢ͙͍͙ͤͭͪͯͫͤ·͚ ΄͡Ό͘  Ҍ ͍͔͋-ͺ͙͡Έͭͪ͊ͼ͙ΎΤ  

 StoneGate IPS : 

Å ˤ·ͫͦ͊͟Ύ ͭͦ;ͤͦͫͭΈ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͍͔͙͚ͭͦͪ͗ͤ ͙ ͤ͊ ͔͒͗ͤ͊Ύ ͊͘΅͙ͭ͊ ͦͭ ͊ͭ͊͟ 

Å ˴͔ͦͪͪ͡Ύͼ͙Ύ ͫͦ͋·͙͚ͭΤ 

͙̂ͤ͊͟͡Έ͔ͤͦ ͔ͪ΄͔͙͔ͤ StoneGate SSL VPN: 

Å ˽͔ͦ͒͒ͪ͗͊͟ NAC, SSO  

Å 15 ͣ ͔͍ͭͦ͒ͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙͔ͤͭ͊͟͡Τ  

  ˿͔͍͔ͪͪ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ Authentification server  

   ˴͔ͪͦͣ ͎ͭͦͦΥ Virtual Firewall, IPS, SSL VPN ς ͘ ͊΅͙ͭ͊ ͍ ͍͙ͪͭͯ͊͡Έ͚ͤͦ ͔͔ͫͪ͒ 

IPS 

FW 

SSL 

SMC 

As 



ʆʙʲʝʜʠʥʷʝʤ ʫʩʠʣʠʷ 
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˹͔͔ͨͪͪ·͍ͤͦͫͭΈ 
͙͔͋ͤͫ͊͘Σ  

́˿˻ 

 

C-Level  

˨ͦͫͭͯͨͤͦͫͭΈ 

˥͙͋ͦͫͭ͟Έ 

˸͊ͫ΄͙͔ͭ͊͋ͪͯͣͦͫͭΈ 

 

Network  

˶ͯ;΄͊Ύ ͊͘΅͙ͭ͊ 

Security  



a McAfee Group Company   


