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OcBeaOMIIEHHOCTb O pPUCKaX:
KaK adpcpeKTMBHO AOHeCTU
TeXHU4YecKune BONnpocChLI Ao
nonb3oBaTeneun

Ceprein basbinbKo, K.do.-M.H.

OunpekTop no npoaaxkam NpoayKToB
oe3onacHocTtun, Oracle CIS
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The following is intended to outline our general product direction. It is
intended for information purposes only, and may not be incorporated into
any contract. It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing
decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion
of Oracle.

ORACLE
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. [TakeT pelwieHN Anga ynpaBneHUs 4OCTYNOM
NMonHbin. CoBpemMeHHbIN. UHTerpupoBaHHbIN.

ORACLE SIEBEL [IEERESEE w | D B o 0 s RO apyrue...

YnpaeneHue ngeHtndpukaumen YnpasneHue 4oCTynom CepBuchbl gnpekTopumn

* XKVU3HEHHbIN LUK YY4eTHbIX + Single Sign-On & Federation * LDAP xpaHunuiie
3anucen * besonacHocTb Web cepBucos * BupTyanbHoe xpaHunviie
* PoneBoe ynpasneHue * AyTeHTudukaums * CuHxpoHusauusa LDAP

* AHanuTuka, npoBepKa NonnTUK * ABTOpM3auns U Ha3Ha4YeHue

* AHanuns puckos npas

* [lpuBunernpoBaHHbIN AOCTYN * [locTyn MOBUNbHbIX

* YnpaBneHve MOOUNbHbIMU YCTPOMWCTB N NPUITOXKEHUI
NPUITOXEHNAMMN

Authentication Authorization Rples & Auditing Directory User Policy Store Session Data
Entitlements

Services Provisioning Management
7 A A A A
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. PeweHunsa no sawmrte 6a3 AaHHbIX
Security inside out

............................................... MackvpoBakime « B 6asax paHHbix ORACLE
pasrpaHnieHne focryn, - LUndppoBaHue JaHHbIX NPU XpaHeHUn, Nepepaye 1
e QAWTOPVIHT K 6JI}I?_KWPOB&,[:/1,7 ................. apxvBaLN
e KpTOPVIBaLing S - [poBepka AaHHbIX NONb30BaTENS
p\\]TeHTVId)WKang — KoHTporb goctyna npuBuniermpoBaHHbIX
\WndpoBaHue nonb3osatenem

— MHorogakTopHas aBTopumsaLus

— KOHTpoOrnb 3almweHHoCTH pabodero okpyXeHus
npoayktneHbix CYB[

* B reteporeHHbIX cpeaax

— AyauT aKTUBHOCTU N OTYETHOCTb

—  MoHuTOpUHI Tpadurka n 3awmuTa 6a3bl 4aHHbIX OT
HexxenaTtenbHON akTUBHOCTU

— MackupoBaHue KpUTUYHbIX JaHHbIX B TECTOBbIX
cpenax

ORACLE
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. CepTucbukauma peweHun
PO CBT wnn OYy[l

= Oracle DB 10gR2/11gR2 + Database Vault (11" u UCI'OH K2) — MOXHO
BbIHECTU pasrpaHnyeHne OOoCTyna B NPUITIOXKEHNAX Ha ypOBeHb Dasbl
OaHHbIX

= |dentity Manager n Access Manager (11" n UCI4x K1, HOB4) — moxHO
obecneunTb 3alnTy OOCTyNa B NPUNOXEHUS U ynpaBneHne y4eTHbIMU
3anmcsamm

= Oracle Enterprise Single Sign On — BO3MOXHOCTbL peann3oBaTb KOHTPOJSIb
Bxoga B NCIOH*

= Oracle Enterprise Linux — HCO 3 u HOB 2 - 3awuTta ot HC k doannam
ceptTnduumposaHHon b1 Oracle*

ORACLE
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OnacHoCTb 1 00eCnNOKOeHHOCTb

Viruses, worms, trojans — 100%
NCTOYHMK:
Malware 895% 2012 Cost of
Botnets _— Cyber Crime
Study, Ponemon
Webbased attacks EGEGEG_—_— 6 Institute,
_ Figure 8. Types of
Stolen devices — 46% cyber attacks
Malicious code N 35 experienced by 56
benchmarked
Malicious insiders 38% companies
Phishing & social engineering g%
Denial of service _ 32%
0% 20% 40% 60% 80% 100% 120%
ORACLE
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. be3onacHoCTb n MH(popMMpoBaHUE O PUCKaX

= OTHOLWEHNE MeXYy ONacHOCTbIO 1 0BECNOKOEHHOCTbLIO
— KoadphpuuneHT koppendaumm — 0,2
= Peter Sandman:

o
1
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. Crtpaternu achcheKTMBHOro onoBeLleHUs o
puckax

[ — NponaraHaa
NPEeOOCTOPOXHOCTU

ObecnokKoeHHOCTb

OnacHocCTb

ORACLE
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. Crtpaternu achcheKTMBHOro onoBeLleHUs o
puckax
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= NpenoCTOPOXKHOCTH
8 YT - YnpaBneHue
@) NaHNKOMN

OnacHocCTb

ORACLE




. NMnatdopmMeHHbIN NoaXxon yMeHbLlaeT 3aTpaThl
MO CPaBHEHUIO C TOYEYHbIMU peLleHUAMU

UcTouHuk: Aberdeen Group “Analyzing point solutions vs. platform” 2011

2929

[MbKoCTb bBesonacHocTb QD PEKTUBHOCTb 3aTtparhl

[MpenoctaBneHne CpoYHOro
poctyna 11%
CamoobcnyxnsaHmne

CKOpoOCTb MHTEerpauum dakToB
b6onblwe Ha 64% - 73%  HecaHKLUWOHMPOBAaHHOIO

joctyna Mmenblue Ha14% 5
y nonb3osatenen 30%

MeHblLUe 3amevaHnit OT3bIB NDAB 1 BNOKUDOBKA
ayauTopos Ha 35% ' i 0

3aTpaTbl MeHbLUe Ha
48%
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. Crtpaternu achcheKTMBHOro onoBeLleHUs o
puckax
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KK — KpusucHble
OnacHOCTL KOMMYHUKaLNK
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. UMHdpopmupoBaHue o puckax

B 3aBMCMMOCTK OT ONMacHOCTU N 0DECNOKOEHHOCTU

= [lponaranga NnpegoCcToOpPOXXHOCTH

- BHUMAHUE!

— KpaTtko, nutepecHo, no geny
= YnpaBneHne naHnKou

— YCMOKOUCA!

— AKTMBHOE crnywiaHue, napadpas, cnpasennmeble 3amMmeyaHud
= KpM3NUCHbIE KOMMYHUKaLNmn

— Mbl npongem ato BMECTE!

— lNpaBaneo, npusHaHne

ORACLE
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Hardware and Software

Engineered to Work Together
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