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MpU3HaHHbBIA IMAEpP UHAYCTPUM Trusteer

an IBM Company
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OCHOBHbIe ABUraTenu «nporpecca» Trusteer

an IBM Company

Man-in-the-browser HeceT cambii

BbICOKUIA PUCK

duUwnHr u np

* MHoroypoBHeBas 3alMTa
 OTnevyaToK yCTPOMCTBA

VIHgaﬁp,epbl
* AHa/13 PUCKOB

“Our auditors have already told us the
Trusteer solution is absolutely
compliant with the new guidelines”

B pononHeHue

— * x
Man-in-the-Browser *
- * FIGHTING FRAUD
en'sa WITH THE RED FLAGS RULE ﬂ
t *W e e
& ¥ Agency
Source: McKinsey&Company
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MpAMmble NOTepPM U TO, YTO NOA HUMM Trusteer

an IBM Company

OHnanH MOLWEeHHU4YeCTBO, npsimMmbie (bMHaHCOBbIe norepu

* PaccnepoBaHumA

JononHutenbHblie notepu

° 7
Hekn * AHaNM3 TpaH3aKUUN

o
KapTbl * 3aTtpaTbl Ha TEXHONOTUN

* busHecy

* KOHTaKT LEHTPbI

[ ]
AyanTo! * [loTepAa KANEHTOB

* NHumaeHTbl
e WTrpadbl

* [loTepa penyTtayum

© Trusteer 2013 new threats, new thinking



Trusteer

an IBM Company

Mpumep: GULLKHT U
3noBpeabl



Komnpomerauua ycTpomncrsa, AaHHbIX U
TpaH3AKLMiA Trusteer

an IBM Company

m : Trusteer Pinpoint
a—— Malware Detection Online Banking
TpaH3aKuuu 3108peaa I
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MpeporBpalleHue ataku (Layer 1): Trusteer

an IBM Company

Online Banking

* [na Bcex TMNOB 6aHKKHra
* be3 orpaHM4YeHUM NO KOIMYECTBY
* He pasgparkaet KAneHTa

1

MpepoTBpawaeT BbIrpy3Ky
OnoBeLyaeT KAMEHTa Ha @ AAHHBIX NOAL30BATENA HA OcraHaBnMBaeT aTaKy A0 ee Hayana
¢ML|.|MHI'OBbIX caitTax d)Vll.l.WlHl'OBble pecypcbl

i
S

* OnosewaeT 6aHK
o * OnoseLiaeT Npu pucke

@ * Bbe3onacHbiii 6paysep
* BnokupoBaHMe aKKayHTa
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Trusteer: BHeapeHue Trusteer

an IBM Company

Nob6aBnaerca Ha Beb-canT 6aHKa

Mo »XenaHuo\NpuHyaAUTEeNbHaA YCTAaHOBKaA
UHTerpupyetca ¢ 60NbLUIMHCTBOM CUCTEM OHNIaUH-6aHKMHra

INTUIT

=1S

s’

Fd First Data.

Download our new security feature, _—
First Republic Bank s happy to offer you the newest onirne banking profection soffware
from Trusteer. af absolrbely mo cost.

Pleas# faks a momant b3 downiead Rapeort rom Trustess - dedcated soware [0 help protect pou agains
anlme fraud

Once instaliad, Rappor! will
= Saleguand pour online bariong logen details

& Shisld your onlins Bank Sccount
* Help the Secunty Team al First Republic Bank prevent fraudulent onlne ransacions

Yo onling Sty i ey Impoitant i us, 59 please ke advantage of his fres. no hasshe download loday

HARIAND

Other providers support
Trusteer integration —
please inquire

38%11? 1 2 H eAen b new threatM

LfdmMgrs  VewDeme  FemndMeLaler lnfgem Your T Team Mow FTru'stFt’r




PaboTa KAaneHTa Trusteer

an IBM Company

[lpo3payHO anAa ~ He mewaer
nosibsoBaTtens ~ nosceaHeBHoOMU pabote

* Fank of Aurvres |

+ 2 | [l Sk of Aevascs Corporman [US] g wwaw bankol srencacom

Bank of America S5

Online Banking
Take charge of vour money with 24/7 access

/.y Stay up
../ to date
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OcobeHHocTH IBM Trusteer Rapport Trusteer

an IBM Company

- * YcTaHOBKA B OAWH KUK
KomnaKTHbIN

areHT gna PCwu * Hukakoro MO u »kenesa co CTOpOHbI baHKa

Mac
* MuHumanbHaa Harpy3sKa Ha MK

e 3aluLLaeT AaHHble Noib3oBaTens u paboTy ¢

npuUAoOXKeHnem
3awmTa ot

310BpeaoB * MpepoTBpalLaeT 3aparkeHue

* Ypansaer cywecTsylowme 3nospembl

* OnosewaeT KOMaHAay 6e3onacHOCTU B cayyae
BbIrpy3Ku AaHHbIX N0/Ib30BaTe/IeM Ha
BHeLUHWe pecypcbl
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3awmTa ot
dUMWIKMHra




MpepoTspaweHue ataku (Layer 2): Trusteer

an IBM Company

Online Banking
O Trusteer Pinpoint
Malware Detection

- g 100% Accurate MitB Trusteer
Trusteer 0 Malware Detection Mobile OOB
Rapport (Alert, API)

Customer

Login

Trusteer i .
Pinpoint ATO, 31 party EBHEE Monitor Account Out-of-Band

A . . ..
Mobile Risk risk engine (add s:yee) (Re-credential User) Authentication
Engine

BoccTtaHoBIeHUE U Call Center (inbound)
3awumTa Relationship Manager (outbound)
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IBM Trusteer Pinpoint Malware Detection
OcobeHHOCTU peLueHuUsA TI"UStGEGI:

 bBbesareHTHOe petekTupoBaHue Man-in-the-Browser

N
g 3auwmaor Malware
+NMv 3/10Bpeanos

e Zeus, Spyeye, Carberp, Citadel, Gozi, Tilon n ap.

Q TouyHasn * MuHUMYM NOXKHbIX cpabaTbiBaHUM
peakuua * ABTOMAaTM3aUUA NPUHATUA PELUEHUMN

* WHterpauusa c Trusteer Pinpoint Account Takeover
) Mpocras Detection u Trusteer Mobile Risk Engine

LI EITZENE «  API/Email ana se6 npunoxxenuint Web App, cuctembl
aHa/n3a PUCKOB U aHTUpoOAa
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Trusteer

an IBM Company

NMpumep: Account
Takeover &
New Account Fraud



Mepexsar ynpaBaeHUA aKKayHTOM Trusteer

an IBM Company

O Trusteer Pinpoint
m Account Takeover
— Online Banking (ATO) Detection
MonbITKa
nepexsata E
ynpasneHma? <

%8 % 24 - @

Customer * ‘ . Criminal
Sowww o S5
- — s
\_’\/\/
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NpoaBuMHYTaA 3aW4UTa OT Yrpos3 Tl"UStGm@wI:

%1!

* OTneyaToK
* CnyduHT, NpoKcu,
YyepHble CNUCKU

AHTUOpOS,
cucrtema

AHanuUTMKa |
yCTpOMCTBA

iIbHaA

ayTeHTUdUKaums ‘
Y Pura AyTeHTU Trusteer [eTteKkTnpos 8-
PuKaum Pinpoint aHne y
9 Account Takeover J310BpeZoB * Mictopunsa B3nomos
(ATO) Detection aKkKayHTa\3aparkeH
« Uctopus AHOMasbHa ABTOMaTHYeCKoe
[OCTYNOB . onpeaeneHue
aKTUBHOCTb dpoacTepa
" Aranus * TnobanbHaA 6a3a
aKTUBHOCTU

3/10yMblWNEHHNKOB

&
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Ocob6eHHocTn IBM Trusteer Pinpoint Trusteer

Koppenauua nupopmaumum o yctpoucree
N aKKayHTe

ABTOMAaTM3aLUMA OEeTEKTUPOBaHUA
YCTPOMUCTBA 3/10yMbILL/IEHHUKA

ABTOMAaTUYECKOe co3aaHue npasuia no
AETEKTUPOBAHUNIO MOLWLIEHHNYeCTBa

N
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FFIEC Compliant Login and Transaction
Anomaly Detection
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Trusteer

an IBM Company

Npumep:
®dpoa c MobuabHbIX
YCTPOUCTB



#1 PaboTa c ya3sBMMbIm ycTpoiictBom  Trusteer

an IBM Company

A Device at Risk!

\We cannot process Trusteer M.oblle
your transaction! . N Risk Englne
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#1 PaboTa c ya3sBMMbIm ycTpoiictBom  Trusteer

an IBM Company

Communicate

Trusteer Mobile

Risk Engine

B o Risk Analysis :
0 Trusteer Mobile App _ — "
(Secure Browser) 3

| i
. =
B ¢ B | F Mitigate
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#2 [leTeKTUpOBaHUE YCTPOMUCTBA

Trusteer
310ymbiwuneéHHnKa .~ ewmCompany
= Onpepenntb ycTponucTaa 6e3 areHTa

HeBO3IMOXHO (¥ Browser
=" MHOrune ycTpomcTea UAEHTUYHDI B ron
Resolution
- 3]10yN\bILLIfIEHHVII-(VI MOTYyT NOAMEHATb ’ Plugins
anM6yTb| . OS patch
= |BM Trusteer Mobile SDK =
onpeaenseT Bce HEOOXOANMbIE | e

aTpmnbyTbl YCTPOWCTBA
= Jla)ke nocne nepeycraHoBKM OS

= TOYHO AEeTEeKTUPYET YCTPOMCTBO
3/10yMbILLJIEHHMKA

Unique and Persistent
Device ID

* Some limitation with iOS7
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#2 [leTeKTUpOBaHUeE YCTPOMUCTBA Trusteer
3/10yMbILWIEHHUKA NO reoNoKaunm on B Gompany

= |BM Trusteer Mobile SDK
onpeaenaeT reoNoKaLuto

"= Ha ocHoBaHun GPS KoopanHaT(ecau
pa3peLleHo)

" H3 ocHoBaHuUu IP

= |BM Trusteer Mobile Risk Engine
aHaNM3NpPyeT HECOOTBETCTBUA

Trusteer Mobile SDK
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OcobeHHocTn IBM Trusteer ansa Trusteer

an IBM Company

TOYHO onpepgensaeTt napameTpbl
YCTPOMUCTBA U NO/Ib30BaTENA

KomnnekcHasa 3awurta npu paborte yepes
npunoXeHue n bpaysep
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Koppenupyer Bce AocCTynHble AaHHble
ANA TOYHOro onpeaeneHus
MOLLEeHHMNYecTBa
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Pesynbratbl pabotbl IBM Trusteer Trusteer

an IBM Company

YMeHblweHue
OHnaliH ¢hpooa

YMeHblueHune
B MHO20KAHONMbHOM

¢ppooe

YMeHbLleHune
J10)HbIX
cpabameoisaHuli UK Bank

OcHOBHoOI1

yMGH bweHune OCHOBHOI4

|
Teﬂe¢OHHOZO TOp 10 OCHOBHOI1 IIIIlIIIII ----------------------------------------
d)POOG UK Bank OcHogHoii MERREEEER Illlllll

Before After
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