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/' Security

Craauu XusHeHHoro ymkna AbC

1. Pa3paboTKka TexHuyeckoro 3agaHusa (T3);
2. [lpoeKTnpoBaHue;

3. Co3gaHune n TeCTupoBaHue;

4. Npnemka n BBoa, B A4eNCTBUE;

5. dKcnayaTtaumsa;

6. ConpoBoxaeHne n mogepHun3aumsa;

/. CHATWe C aKcnayaTauuu.

© 2002—2014, Digital Security 2
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Security

Tpn nctopun

© 2002—2014, Digital Security 3
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Security

NUcTtopua #1 — nonynapHaa, SSLHaA

© 2002—2014, Digital Security
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NcTtopua #1 — SSL'Has

< C' & nhttps//www.google.com

oogle

Haw

Google Search I'm Feeling Lucky

© 2002—2014, Digital Security
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NcTopusa #1 — SSL' Has

Victim Web Server

Connection

Attacker

© 2002—2014, Digital Security
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Security

UcTtopua #1 — SSL'HaA

RECR-adLlY

YERHPS S, 2.

HIS ul-ﬂ I [7I CNT

18:31:]
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/' Security

NcTtopua #1 — SSL'Has

‘/ [ 5L Error x\D
€ C'  [xbie /vk.com S @ =

/& The site's security certificate is
not trusted!

You atternpted to reach vk.com, but the server presented a
certificate issued by an entity that is not trusted by your
computer's operating system. This may mean that the server has
generated its own security credentials, which Chrame cannot rely
on for identity infarmation, or an attacker may be trying to
intercept your communications.

fou should not proceed, especially if you have never seen this
warning befare for this site.

Proceed anyway | | Back to safety

PHelp me understand

© 2002—2014, Digital Security 8
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NcTtopua #1 — SSL'Has

-

3

© 2002—2014, Digital Security



'JJ Digital «OT aHanu3a Koga Ao nentecta ABC MAM KaK YKpacTb MUAANAPAY
Security

NcTopusa #1 — SSL' Has
Origing
Snnection
Web Server
MITM

Connection

Attacker

© 2002—2014, Digital Security
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Security

UcTtopua #1 — SSL'HaA

RECR-adLlY

YERHPS S, 2.

HIS ul-ﬂ I [7I CNT

18:31:]
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Security

NcTopusa #1 — SSL' Has

© 2002—2014, Digital Security
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Security

NcTtopua #1 — SSL'Has

* Pa3paboTKka TeXHMUYECKOro 3a4aHuS
* Co3aaHMe n TecTupoBaHue
* [lpuemKa v BBOA, B AENCTBUE

© 2002—2014, Digital Security
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Security

NcTopua #2 — xapaKopHas

© 2002—2014, Digital Security
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Security

NcTopuna #2 - xapaKopHas

Llenb: nony4yntb KOHTPOAb HaA paboyen CTaHUMEN BHYTPU
6aHKa

© 2002—2014, Digital Security
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/' Security

NcTopuna #2 - xapaKopHas

BeKkTop:

1) HanTn no4yty coTpyaHUKaA

2) OTNpaBUTb MUCbMO C 3KCMNJIONTOM
3) MonyynTb 06pPaTHDLIN W03

© 2002—2014, Digital Security
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Security

NUcTopua #2 - xapaKopHas

*TheHarvester Ver. 2.2 =
*Coded by Christian Martorella -
*Edge-Security Research ~

*cmartorel lo@edge-security. com -
i i s e iyt dd sy ddy s

[-] Searching in Google:
Searching @ results. ..
Searching 188 results...

[+] Emails found:

D. 5tephens@nasa . gov

mnorrlseEnasa . gov

JbuckEnasa . gov

kelly.o. humphries@nasa. gov
murray@nasa . gov

YOLINGgEnasa . gov
unsubscribe@mediaservices.nasa. gov
stephen. e. cole@nasa. gov

gutro@nasa . gov

[+] Hosts found in search engines:

© 2002—2014, Digital Security
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Security

UcTopua #2 - xapaKopHas

SMTP - Message-Format

Frome
To:

Date: Message Header
Subject:

Message Body

© 2002—2014, Digital Security
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NcTopuna #2 - xapaKopHas

CneunanbHoe BnoxeHune? PDF!

© 2002—2014, Digital Security
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/' Security

NcTopuna #2 - xapaKopHas

CVWE-2813-8648/1
Somehow, our script got on to the Russian forums :/f

pw3bd3vil and @abhlsek
Exploit: http:/lwww.exploit-db.com/sploits /29881 .tar. gz

Adobe Acrobat Reader ASLR/DEP bypass Explolt with SANDBOX BYPASS

Supported Adobe Reader Wersions:

* 11.8.
* 11.8
1a,
1a.
1a,
1a,
1a,

EE
[y |

[l il = S =

¥ O.C
Tested on:

* Windows 7 ({32 bit)
* Windows 7 (64 bit)

http://www.exploit-db.com/exploits/29881/

© 2002—2014, Digital Security
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NcTopua #2 - xapaKopHas

—

Mbl yXKe 3aech!

© 2002—2014, Digital Security
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NcTopuna #2 - xapaKopHas

BbibpaTbca n3 noreHumanbHon DMZ
6aHKa?
DNS tunneling!

© 2002—2014, Digital Security
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Security

U

NUcTopua #2 - xapaKopHas

C:\Users\Belove’>ping somesite.ru

Pinging somesite.rul [162.243.231.601]1 jwith 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 162.243.231.60:
Packets: Sent = 4, Received = 0, Lost = 4 (100x loss>).

© 2002—2014, Digital Security
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NcTopuna #2 - xapaKopHas

0x11112222222233333333.attacker.com
0x33333344444444445555.attacker.com
Ox555556666666667//77777.attacker.com
Ox77777738888888999999.attacker.com

© 2002—2014, Digital Security
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NcTopuna #2 - xapaKopHas

KOHeuYHbIN BEKTOP:

1) C6bop nHpopmauumn (emennos)

2) Co3aaHMe BNOKEHUA C IKCNIOUTOM

3) OTcbiNKa NUCbMa C NOAAE/IbHbIM OTMPABUTENIEM
4) YpaneHHoe ynpasneHue yepe3 DNS TyHHenb

© 2002—2014, Digital Security
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NcTopuna #2 - xapaKopHas

[MTpobnembl Ha aTanax

1) Mpmnemka n BBOA, B AENCTBUE;

2) 3kcnayaTaums;

3) ConpoBoXaeHne u MoaepHUN3aLUSA;

© 2002—2014, Digital Security
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NcTopua #3 — Tpy-6aHKOBCKaA

© 2002—2014, Digital Security
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)

«OT aHanusa Koga ao nentecta AbC nnum Kak ykpactb mmunnnapa»

NcTtopua #3 - baHKOBCKas

1= T NBAHAR CTPAHHLA
- Bee hoao<Ti
= DoRyMaHTs
E MnaresHue nogyvesnm
H 3pNNATHEN BEROMOCTH
H Nepepods BANKTHI
B Moxyrio) sanaTs
i3] Banams
B MIOpy4&HNA Ha KOHBEPCIED BANKT
[l PACcnopseHitA HA CTHICAHIE [PECTE
Bl D6AIATENBHES NPOARKN BEANKTE
B macnopTa coenos no KoHTRakTy (136-41)
B MacnopTa CAEN0E No FPEITHoMY Qofos
B Cnpams o BanoTHEE onepagua (128-4
B CRpasal 6 NOATRER=ARKWLINN BOKTIEHT:
[ 3ananeHUs O JACpLMIAINEPSENIE NALNT
F 3amaneHnA O NepeoEopNarin Nacnap
B DosyRIeHTE B3MOTHOND KOHTRONA (117-1
E Mponssonsinie JokyrsenTs B G2HE
* Cojdami
* HoRks
* MNognicasHwe
* B oldpabome
* DTraIaHHsIE
* J3BEpLEHHEE
* Be @ AoKyLEHTR
B 3anpocel BInNCIY
H 3anpocel Ha OTIRIE AOEYMEHTE
Bl 3ananeHiA KA NOMyWeHNE KOpN0EaTiEy
B PeerTpsl COTPYIHIEDS DpraHnzaLm Ha
AOKyMENTE! 113 BaHKA
¥ Apxia GoEyMeHTOR
# CrpaneqHMEn
E Cepauc
* ManopT gosyrcHTos 10 BC
[l BEI0NacHCTE
[ HacTpofik AORVMEHTOS
* HacTpoika INTepgesica
B CuEHa fisaa
* BEITH 103 CCTeME

(=X=J'-¥-E"}
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OTPpdErTh samymet @ Sk |

HoBblil NpON3BONLHLIA AOKYMEHT

CTATYC KORYMEHTA HOBhIS

Ho 11 | Tun gosyraesTa @ain :r_]
fara || [[78]  ynomHomouerHoE MU0
| apyroi L

lp.m.‘.mem ]

Tewma  |BONyMenT

[0y MEHT BO BRoXRHIA!

Hua daina

MpLatcaamsASas GaAne

[C 'Documents and Seltngs J-Run'Padow cromfon]| Ocacp.

...-__al'lpr.:qe:nmnb Hoesi dhain

Tesyupii pAIMED NRUCOSMIHERHES [halinoe

CymMradgHER o0sen NPNCoEANHEHHEN DAMNOE HE JOMTEEH NDEBEWATE

Pasumep (KE)

ITE5428 M

2000000 0 g3

3785 228 ki
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NcTtopua #3 - baHKOBCKas

«OT aHanusa Koga ao nentecta AbC nnum Kak ykpactb mmunnnapa»

1=l TNaRHEA CTREHNLE
* Bre HoUeLTH
5 DomysenT
[ MnaTemHeE NopyHEHHT
B JaprnatHeie BEasMoCTH
H Nepepofsl EANKTHI
[ Mosymam aanomh
B Mpogasn aniote
H Mopy4erns B3 ROHBERCHD 32NKT
[ Parrops=eHIA HE CINCAHNE CREACTE C
B OGaIaTenkHse npoLami EnoeTesl
[ MacnopTa COenok No KOHTRAKTY (130-1)
[¥ [lzcnopTa cAerok no KpEANTHOMY A0M0E
B Crpasc o 92na7Hex onepadiay {1354
¥ CrpaEs O NOSTEE0aHIINY AOFYMERT:
[ 3aneneqns 0 IaEpETUNIMERSEDLE MECNT
F Jaganeqns o nepeo@ophnetini nacnap
¥ NosyMERTRI 83NKTHCTD KORTEONSA {117-1
[ MponaeonsHeIe ADRYIMERTE 8 BaHK
* Gosdame
* HoBksE
* Mognncanye:s
* B ofpafoThe
* OTKAIZHHBIE
* JaaepuieHHkIe
* BLE QOKYMEHTE
B Ianpote Bzinuckd
¥ 3anpocs HE OTIRIE JORYMEHTA
B Zaganeqins #a NofyHerne Kopnopatiey
¥ PescTpsl COTDYOHUEOE DOrEHHIZLNH HE
[# OoiymenTe! ua Gaxka
[ ApxHE QOKyMEHTOR
H CRpamodHHEN
El cepens
* MIMNORT AcsymenTos 1a BC
¥ Bez0nacHocTe
¥ Hacvpofikm aosymerToa
* HacTpoika uhTepdienca
¥ CMeHa Azika
* BeIiTH W3 CHETEMEI

= M= T B e )
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HiaeT 00patoTre Ianpoca. FlomanyBcTa, NoaosanTe.

HoBLIA Npon3EONEHEIR JOKYMEHT

CTaTyC QMYMEHTA: Hfﬁhld

[} 11 TUN DOKYMEHTE dain
Oara. 01.10.2013 YMONHOMOUEHHDES ML JOKYMEHT

Tema  Qokyhens

JOEYMEHT 30 BNCSEHHN

HMA gadna Pasnep (KS)
MPHCOEAHHAEMBIE DRk
OOWHA pastEn NEpECanasMes Galnos: 3855706.000
ChADocuments and Setings-RunPatodii CTOROMEHT S0F 3855708

W¥NonHOMIMEHHDE NHUD TaHKS

RompMeHTZRNE CaHks
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NcTtopua #3 - baHKOBCKas

nane «X0MMEHT i ke

Hata Mo Ton p.owuema[% Tema BnokeHie Cramyc
Darl o coaecpsr o, ..

Dain NOKYMEHT BNOMEHIE = oy T

copep=t

- Dailn paré enoxene
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NcTtopua #3 - baHKOBCKas

Cyeta opraHu3sauun
KOMM4ECTBO CYETOB. HANASHH=IX NO 3anpocy. 1

Opranisagia Cuer Octarox vl Bamera  Hagamy Crey win
000 40 1000.00 § RUR plc
R
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NcTtopua #3 - baHKOBCKas

1| Pacrioanan BSI S wamn

Tema !.nuxgr-ﬁl-lr

I.IJ.I'.'QZHNEHI' EQ BENOHEHIE

hoy

s

Dorymeanrt, scr

B HacToAlRE BRarA MEEERMALLLA B CKPOANERE OTOO0AKEHA B COOTEETCTEHY & S8 AHHEE 4 USAOEHARM SHATPALMM

© 2002—2014, Digital Security
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NcTtopua #3 - baHKOBCKas

CyeTa Opraniaa LHA
HKOFHUECTED CYETOB. HAALSHHRI No 3anpocy: 1
ChpramicLi Uit Oeramak vl HET s Ha gany Cireiii 160

alaln] 447 1333233333700 RAUR pic
T

b
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NcTtopua #3 - baHKOBCKas

ABbC

© 2002—2014, Digital Security
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NcTtopua #3 - baHKOBCKas

AGC B0

© 2002—2014, Digital Security
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NcTtopua #3 - baHKOBCKas

NHTepdenc nporpammbl onepaTtopa

SQL

N0
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NcTtopua #3 - baHKOBCKas

* Pa3paboTKa TexHmn4yeckoro 3agaHua (T3);
* [lpoeKkTnpoBaHue;

* Co3aaHne n TeCTupoBaHue;

* [lpuemKa v BBOA, B AENUCTBUE;

© 2002—2014, Digital Security



'JJ [S)(ie?:ilﬁ?ilty

Cnacmbo 3a BHMMaHue!
Bonpocobl?

Digital Security B Mockse: (495) 223-07-86

Digital Security B CaHkT-lleTepbypre: (812) 703-15-47

http://twitter.com/sergeybelove
sbelov@dsec.ru
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