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Onpepenenne MSS

- Managed Security Services — roTosbie p
HaBopa ycnyr no  obecrieveHmio
besonacHocTy |

« PeLLieHre YaCTMYHO UMK MOMHOCTBI0 MOXET |
nnowlagke cepBUC npoBanaepa (onepatop
- OnepaTtop rapaHTVpyeT 3afaHHble napa
(SLA), |

* KnueHT MOXeT ynpaBnaTb Habopom ycnyr;
cobnogeHne SLA, vMeTb MOCTOSAHHbLIN [C
CTaTUCTUKe, ANarHOCTUYECKOW NHOPMALNK
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PocT pblHka MSSP

° FBIHOK IV = OOCTUTHET viripA K £4U'1C
= MwupoBoi pbiHOK MSS $9 Mnpa B 2013 (Frost)

= OTeyYyecTBEHHble onepaTopbl FOTOBATCS
NpeaocTaBnsaATb CEPBUCHI NO 6e30nacHoOCTH

* MonynapHocTb Ha pbiHKe SMB
= SMB MSS moxeT 3aHaTb npumepHo 50% pbiHKa
= Mogenb ycnyr LMpoko BocTpeboBaHa Ha pbiHKe

- OxupaHune BbICOKOM KOHKYpPEHUUn cpeam
onepaTtopoB CBA3MU

- an/IBJ'Ie‘-IeHI/Ie HOBbIX KJITMEHTOB U MNMOBbILLEHNE UX
JTOAINBbHOCTU

= YBenu4yeHue npuobinm 3a CHET HOBbIX
anddepeHUNpoBaHHbIX yCnyr
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[1pOrHO3 No BepTUKarnbHbIM PbIHKAM

O6wun o6vem pbiHKa MSSP: NporHo3 no BepTUKaabHbIM pbIHKaM
CesepHaa AmepuKa, 2007-2015
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2007 2008 2009 2010 2011 2012 2013 2014 2015
k== Financial 347,3 384,9 452,1 524,4 610,4 680,5 795,7 937,4 1089,4
E==iGovernment 1484 171,7 206,7 246,2 291,0 347,7 402,9 473,2 539,5
== Healthcare 121,8 135,9 166,7 200,6 2433 292,6 352,5 4253 501,5
k= Technology 97,0 113,1 139,5 165,7 202,3 243,8 302,2 365,4 4185
= Utilities 76,1 87,0 90,4 92,7 102,0 114,5 123,4 142,7 162,6
= Others* 160,8 194,6 236,6 290,4 341,0 440,9 541,4 651,0 746,9
e Growth Rate 14,2 18,8 17,6 17,7 18,4 18,7 18,9 15,4
Year

*[pyrve BkMoYatoT B cebs: po3HMyHas Toprosns, npounssoactso, CMW, TpaHcnopt, CMA
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[Ipednocbinku Onsi pocma pbiHka MISS

« CHwuXeHwue 3aTpaT
= OPEX — cHuxeHue 3atpat Ha 60-70%
= CAPEX — cHmxeHmne 3aTtpat Ha 30-40%
= Bbicokun yposeHb RO

- MSS

= 3awmTa B pearibHOM BPEMEHU U TEXHMUYECKAs
aKkcnepTmsa 24x7

" YHpaBneHme M3AMEHEHNAMU N OTHETHOCTDb
* YnpaBneHue

= YnpasrneHue cepBncamMmu

= [Nopaepxka 3agaHHOro YPOBHSA KadecTBa
obcnyXmBaHus
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MooOenu npedocmassnieHuss MSS

- CPE-mopenb /9( — /9( | k!
= (O6opyaoBaHMe NPeMMyLLIECTBEHHO pacrnonaraercs \ %
Y KNUeHTa

= WpeanbHO noaxoauT AN po3HUYHOM TOProBiv n
pacnpeneneHHbIX unmanbHbIX CeTen

= Haunbornee nonyndpHas Moaenb NpegoCTaBeHns /
ycnyr ,% e

« OOnavyHas moagenb O LoGN %
=  Security-as-a-Service, LeHTpanun3aumsa Ha ypoBHe (] D
nocTaBLUMKa YCIyru
=  Hunskue akcnnyaTaunmoHHble pacxobl D LOGIN %
= Hawnbonee nepcnekTnBHasi Mogernb
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BapuaHmbi npedocmassieHuUs1 cepsucos o
mooesniu MSS

YnpaBneHue O6Gna4Hble KoHcanTuHroBble
ob6opynoBaHuem (CPE) cepBUCHI ycnyru
N\ ( N\ N\
[ Firewall - Firewall/UTM — [ KoHcynstaumm no |
J L J Bonpocam Ub
( ) N\
IDS/IPS = IDS/IPS m TecTbl Ha o
L y b g NPOHMKHOBEHME
; . ( KoHTeHTHas \_ .
KoHTeHTHas i L ¢dunbTpaums ) OueHka L
L cunbTpaumsn ) yA3BMMOCTEN
( IDM (ynpaBneHue )
( IDM (ynpaBneHue ) y4eTHbIMU ™
y4YeTHbIMU = \____3anucamu)
N 3anucsmm) < SIEM/AHanu3 ) Source: Frost & Sullivan.
coObITUN ,-
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Passutne pbiHka MSSP

Market Value

Deployment: Managed/monitaring CPE

Deployment: Cloud-based secunty services

Deployment: Hybnd

KnneHThl
NCnonb30BaHUA
nonyyeHus
paccmaTtpuBaeTcs
adhpekTmBHas, rmbkasa n MeHee 3aTpaTHas

Total MSSP Market: Service Market Life Cycle Analysis, North America, 2010

CPE mopenb cenvyac siBnsieTcs TpaanunoHHON
ana MSSP. O3toT  pblHOK  CcTaburbHO
pa3BMBaETCH, HO MHOrMMe  opraHmMsauuu
NNaHMpyoT Nnepexon K obnayHon mogenu.

OxunpaeTcsa BbICOKUIA pocT npeanoxeHnn MSS  ycnyr B
Buae obnayHbix cepBuCcOB. KnNMeHTbl akTMBHO MU3yyaroT
npeumyLlecTsa AaHHOW mMoAenw. OnepaTopsbl
paspabaTbiBaloT COOTBETCTBYIOLLUMNE PELLEHUSA

npenmMyLlecTsa
Moaenu
Moaernb
Hanbonee

paccmaTtpusaroT
KOMOMHMPOBAHHON
KombuHnpoBaHHas
nmu Kak

yCnyr.

Time

Development

) Growth

E—) Decline

Source: Frost & Sullivan analysis.

Maturity
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Cloud-based Security-as-a-Service

° I'Ipeumyu.l,eCTBa AnA KnneHTa

= “Clean Pipe” — BpegoHocCHbIn Tpadomk
BGnokmMpyeTcsa 4o «NocrnegHen Munny.
[MoBbIlWaeTcsa NPON3BOANTENBHOCTL CETH

= “Single Pane of Glass” — LleHTpanusauusa
pecypcoB (cepBuc, ynpasrieHne, OTYETHOCTb)

= Tapudukauus no obbemy Tpaduka nnm sBugy
ycnyr

* Mpeumywectea ana MSSP

= CoKpalleHne BpeMEHU Ha4vana
npenocTaBneHna ycrnyr

* MeHblKne 3aTpaThl Ha pa3BepTbiBaHUE B
cpaBHeHun ¢ CPE mogenbto

= JlerkocTb npenocrtaBiieHnda HOBbIX CEPBNCOB
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[Mepe4yeHb cepsucoe 6e3onacHocmu 11

r—
SN O ]

=m=ill | MeXxceTeBoe 3KpaHMpoBaHMe

p———
@' AHTUBUpPYCHasi/AHTNOOT 3awmTa

E 3awuTa noutoBoro Tpaduka

J

BnoknposaHue DDoS atak

- KOHTpOﬂb nPpUNOoOXeHn"n FortiGate

-
Application Control »
Antivirus »
Next Generation Firewall »
Web Filtering »

3
@ Beb6 counnsrpauusn AtSpam

Traffic Optimization »
‘.‘PN »

IPS :

DLP =

06Hapy>KeHMe n npeaoreBpalwieHne yrpos WiFi Controller »
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lMpuHyun Hezasucumo20 npedocmasJsieHuUs1 cepaucoes
8 MHO20MNo0JIb308amesibckol modesnu (multi tenant)

IR IE lirn@"‘n : | I IES

| || |7 | 3% annﬂﬁl ._.Mnuné‘n'-m

CIENCTIETN T BN T LIENTEIE]
VDOM_1 ) VDOM_2 == om VDOM_N

HA FortiGuard Global
System

Accelerated by FortiASIC pONER

VDOM - BUpPTYya/IbHBIHA JJOMEH 6e30NaCHOCTU (KOHTEKCT)
B paMKax Ka)KA0ro KOHTEKCTa NpeA0CTAB/IAETCA He3aBUCUMbI HAOOP CEPBUCOB
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MSS peweHus Fortinet

PasnunyHblie nnatcgopmbl

» Bce ceteBble cepBuchl

» Bce cepsucbl 6e3onacHocTn

* HesaBucumble KOHTEKCTbI 6e3onacHocTn / VM

 [1pocTasa cxema nNUUEH3MpoBaHUA

ey - 2011 BupTtyanusaums

. cepBuCOB 6e3onacHOCTU

CTparervsi U KOMNaHusA
roga
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Apxumekmypa SaaS Cloud

[lpenocraBneHve cepBnucoB Be3onacHoOCTU kKNueHTam (obnavHas mogens)

- Opr. 2 _

Opr. 1 E-commerce  Web Opr. 3
CRM | Payroll sl DB DB
. = = - -
Kaxxagomy KimeHTy : = ; %-‘ S o
npeaocTaB/asgAeTCa P , HEeHThI MOTYT
YHHUKaJ/IbHbIN HAGO0P | S S CaMoOCTOSITEe/IbHO )
CepBHUCOB B 3aBUCUMOCTH aep | PP av | P | DP #P| OLP | WRDLP yHIpaBJiATh NOJIUTHKOH
OT BBIGPAHHOI0 MaKeTa 6e30macHOCTH JIN60
ycayr AEJIUTh 3Ty 3aja4y C
orepaTopom

\f:;.‘-l
‘?:;.4
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BupmyanbHbie
OJOMEeHbI/KOHMeKcmbl

* KnioyeBble npeumywiectsa ansa MSSPs:

— Kaxpgbin VDOM BbicTynaeT B porv otgensHoro FW
— Kaxabin VDOM paboTtaeT He3aBUCUMO OT APYrux
— [Nopaepxka Bcero yHkumoHana UTM

— ['nbkas cuctema TapudumkaLmm

— API/Web GUI gns uxterpauum ¢ noptanom ob6cnyxuBaHms
(SSP)

* KntoueBble npenmMmyliecTea AsiAd KIMIMeHTOB.
— lNoppepxka Bcero goyHkumoHana UTM
— CamocTosTenbHOe ynpaeneHue nonamTkamm
— Bo3moxHO paclumpeHme B npoLecce akcnyarauum

— lMNoopepxka kak Cloud Tak u CPE moaenen
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KombuHauusa BuptyanbHbIX U
don3nyecknx peweHnu

* Qu3nyeckne ycTponcTaa C
annapaTHbIM YCKOPeHUeM Ans
3aLUMTbI OMOPHbLIX CEeTEN

* BupTyanusnpoBaHHble peLleHns ans
KMWEHTCKNX CEPBUCOB

« ESXi/ Xen cepBepbl B Ka4ecTBe
NnaTmopMbl

 MHoronosb30BaTenbLCckas cpeaa

* [Togaepxka mHoxectBa VDOM Ha
ogHom BupTyansHom FW

FortiAnalyzer FortiManager

F:=RTINET




MSSP 3awjuma noumoeso2o mpaguka

Local Email Users Email Domain:

@example.com Remote Email Users
Internal Email Server
1?2 16.1.10

Switch

External
Email Server
internal wan1
172.16.1.1 10.10.10.1

Internet

port1

== FoARTiMAiL.
Private DNS Server Gateway Mode

example.com IN MX 10 mail.example.com
mail INA 172.16.1.10

Protected Domain:

{@example.com

1721615 SesFoRTIEATE

DNS Server

example.com IN MX 10 fortimail.example.com
fortimail IN A 10.10.10.1
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MSSP 3awjuma noumoeso2o mpaguka

MSSP pelieHune no 3awmTte NoYThl
Mail Security Service Provider

\/ in a box!
MSSP cepBuc

OuucTtka noytoBoro Tpadumka

« MHoOrogomeHHble MONMNTUKU

 [lpumeHeHUe Ha ypoBHe
npoBangepa

« [enernpoBaHue npas

yrnpaBJlieHUusA NOSINTUKON
KIMMNeHTam

« [lopTan camooobcnyxuBaHus
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MSSP 3awyuma om DDoS

Distribution Layer Access Layer Customer 1 Cage

* OcHoBHbIe xapakTepuctuku FortiDDoS |

- VIDs (Virtual ID) — He3aBucumMble
NOSINTUKN ON1A pa3HbIX KNUEHTOB

— KOPPENALNOHHbIM aHanms

Customer 2 Cage

Internet I[ ForiDoS
» \::\\ N >
-

FortiDDoS

Customer 3 Cage

— banaHcupoBKa/OTKa30yCTOMYNBOCTb
— paboTta Ha ypoBHsX L3, L4 n L7
— HN3KUI YPOBEHb NOXHbIX cpabaTbiBaHUN
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MSSP 3awyuma om DDoS
(MacwmabupoeaHue u omka3oycmou4yueocmab) —

Te Service Providers
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WEB cpunbsmpayusi
(udeHmudbukayusi caimoe codepxkaw,ux UHghopmMmayuo,
mpaHeHuUe Kom ] 3an HOo 8 P®

[ &

INTERNET

Upstream Router
Peering Partner)

®3 Ne 149-93
D3 Ne 149-d3

NMocTtaHoBneHue
MpaButenncTBa
Poccuinckon ®epepauum
oT 26 okTA6psa 2012 r. < g

Ne 1101 ' o .

Downstream Interface

FortiGate . & iBGP (or eBGP)

Management PC

Q Customer PC1

brioknpoBaHme gocTyna K pecypcamMm B COOTBETCTBUMN C
EAVHbLIM peecTpom 3anpeLleHHbIX CauToB
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Aemomamu3ayus ynpaesieHuUs1 yciaya2amu

YnpaBneHue cepBucamu

1,800M

1,600M

1,400M

1,200M

1,000M

B800M

600M

— KabuHeTbl nonb3oBatenei

— [lpepocTaBneHne 0T4eTOB

— YnpaBeneHue ycnyramu/nognuckamu
— OnoBeLleHne 06 MHLMOEHTAX

— Koppensauus cobbitum

— ObHOBIIEHME CEpPBUCOB

oo e | Gy b Tl
%# Dropbox File.Sharing
C;Z? ICloud Storage.Backup 5
& Skydrive File.Sharing 23 [T unknown
*§ Google.Docs Collaboration 15 I jaeger
8 Amazon.Cloud.Drive File.Sharing [ F1 gdanger
. Sugar.5Sync Storage.Backup 2 £ mhury

et T1 ctyphoon

400Mo
200ME N whuodDDES@aol com 1 dintercept

u3@verizon.net 1 rmay

14:25 14:30 14:35 14:00 14:45 14:50 14:55 15:00 15:05 15:10 15:15 15:20

22

\

Baw noptan yenyr MSS

Top Destination-Source Pairs by Volume

" N3 Al
badtm | O |8nt | s
bluckd oo lock Simple
| L]
AndroidWedgitsDesign.txt...(3) j
[E] 6c1938a0xa69413299835690.png...(4)

I Top student awards.pdf

sdrgrd4361-arrows.ai
tech-banners. psd
IR user-Cartoon wvillain vector.pdf...(2)
Wireless and Communication Icon Set.swf
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Hdemanu3upoeaHHasi om4yemHoOCmMb

Application Usage By Category
As part of the traffic classification process, the FortiGate Application Usage By Category
identifies and categorizes the applications crossing the
network into different categories based on the number of W Modia (22 GB)
sessions and bandwidth. This data complements the granular File Sharing (5 GB)
application threat data and provides a more complete General Interest (994 MB)
summary of the types of applications in use on the network. M Web Surfing (608 MB)
Application Control and Assessing Risks . ::‘;”;‘;f;:‘)"“ (o)
W Remole Access (267 MB)
Application Visibility is Critical F | a M (51 M)
Application control provides granular policy enforcement of @it £ Sockal Natworking (38 ME)
application traffic, even with the multitude of traffic using ” Update (9 1)
HTTP, which traditional and ity gateways cannot
distinguish. It includes the ability to identify more applications S Top 30 Application Category
than any other vendor in the market, and to selectively block w Y Applcation Category Bandwidth
i 1 behavior to minimize the risk of data loss or
network compromise. . Fi::::mg 2;:‘::
SHoepoint
General.Interest 995,50 MB
Lymcserver Web.Surfing 608.01 MB
Netwark Service 442.16 MB
P2P 272.25MB
" Remote Access 266.86 MB
Aovancedrinesr C Content F "M 80.70 M8
] wawicous apes || ABPLEATON Assessing network risks requires complete content protection, Social.Networking 37.67 MB
g maucous sTES g e which is more than simply identifying applications and allowing
h SPAMBoTRERS — or denying traffic. It is application control coupled with = m—
H identity-based policy enforcement of all content. It enables Web Categories Visited By Network Users
g e organizations to utilize all the security and networking
INTRUSIONS 8 WoRMS | 5/ | P8 technologies included in the FortiGate platforms, such as User browsing habits can not only be indicative of inefficient Top Web Sites Visited By Network Users.
- z VeN access control, traffic shaping, IPS, DLP, and use of corporate resources, but can also indicate an inefficient
FREALL antivirus/antispyware. Complete content protection optimization of web filtering policies. It can also give some ®  Streaming Media and Download (47080)
Layor 1.2: [P continuously protects networks against malicious content insight into the general web browsing habits of corporate users Reference (27257)
= — — Pms hidden within applications and data, even from trusted and assist in defining corporate compliance guidelines. This Shopping and Auction (26515)
applications from trusted sources. chalﬁt details web categories by the number of times URLs - B Information Technology (17871)
within those categories were requested and by the number of File Shaning and Storaga (15688)
_ ) B Web-based Email (15165)
Backed by FortiGuard FORTIGUARD ANTIVIRUS SERVICE bandwidih used. | Social Nelwortmu(ﬂwﬁa)l
Fortinet has been giving its customers the ability to deploy Intomat Radia and TV (13206)
application-based security since FortiOS 3.0, enabling them to FoRTIoUARD aPPLICATION | FomauARD ATISPAM Insiant Messaging (12626)
detect and manage applications independent of port or _ Business (10479)
protocol. FortiGuard is the culmination of years worth of
security research. New applications and potential threats are PO D TN CORTIGUARDWER Top Web Sites Visited By Network Users
identified daily to keep your network up to speed. ; Category Description = Bandwidih
;ﬁ%’é&‘.ﬁ‘é‘s“? Fmgné FORTIGUARD SERVICES m ;ggmgﬂm‘é?ﬂﬁ Streaming Media and Download 47076 18.41 GB
B ) Reference 27255 77.72MB
FORTIGUARD VULNERABILITY ; n FORTIGUARD 1P REPUTATION Shopping and Auction 26514 8.88 MB
MANAGEMENT SERVIGE = _ ¥ SERVICE & information Technology 17870 3590 MB
File Sharing and Storage 16685 536 GB
[ web-vased Email 15163 5.08 MB
Social Networking 14052 25,65 MB
n Internet Radio and TV 13298 31.50 MB
Instant Messaging 12625 165.96 MB

:RTINET




OCcHOBHbIe pUCKU npu rnpuMeHeHuUuU obsiayHbIx
mexHosio2uu

(u3 ebicmynneHus Jlomukoea Bumanusi Cepzeesuda, PCTIK Pocuu )
-

OcHoBHble pucku Ans OCHOBHbIe PUCKU ANs
nocTaBLKUKOB 00NaYHbIX yenyr noTpebuTeneii 06NnayHbIX
« HeonpeaeneHHocTb B pacnpeaeneHinm ycnyr
OTBETCTBEHHOCTU

 HeonpeaeneHHOCTb OTBETCTBEHHOCTM
* [loTeps ynpaeneHus, JoBepus
* [lpuBsska k npoBangepy 00s1a4HbIX ycnyr

 Hepocratku ynpaeneHus
NHopmaLmen/obnayHbIMK pecypcamu

° nOTepﬂ N yTeYKa daHHbIX

* HecornacoBaHHOCTb NOSMTUK De30nacHOCTY

* HenpepblBHas MOAepHM3aLMS

* KOHNWKT ropucamyKLmmn pasHbiX CTpaH

* OOLLenoCTYNHOCTb UHAPACTPYKTYPbI

* He1obpoCOBECTHOCTL MOCTABLUMKOB YCITyT

* 310ynoTpebneHuns co CTOPOHbI NOTpebutesnen
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PexomeHOayuu onepamopam ro
npedocmasJsieHuro cepesucoe 6esonacHocmu

SecaaS

* |dentity and Access Management

- Data Loss Prevention

» Web Security

« Email Security cloud

Providing Greater Clarity in 4 n :loud

Security as a Seryise LA e

llance

. nd-‘ securitv
 Security Assessments LCOM L)
* Intrusion Management Russian Chapter 3 |[|ANCE
 Encryption
- BCDR
« Security Information and Event Management
 Network Security
https://cloudsecurityalliance.org/about/ http://www.risspa.ru/csa
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https://cloudsecurityalliance.org/download/secaas-category-1-identity-and-access-management-implementation-guidance/
https://cloudsecurityalliance.org/about/
http://www.risspa.ru/csa

Mopgenu npegocTtaBneHua cepsucos b

CepBuc npoBaungep

Security
Operations
i® Center
Knuentckaa -
Moaenb g
o2
tfé
LleHTpanu3oBaHHas

(o6brnayHan) mopenb
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CIIACUBO!

Anekcen AHAPUSALLMH,
aandriyashin@fortinet.com
+79859996477
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